Privacy Policy for the “Online Chat” Service


This page defines the rules for the collection, processing, and protection of personal data within the framework of the “Online Chat” service provided by “Azercell Telekom” LLC (hereinafter referred to as “Azercell”).
By using this service, you confirm that you have read and understood this Privacy Policy and that you consent to the collection, use, storage, transfer, processing, and disclosure of your personal data in accordance with this policy.
The information we collect is used to provide and improve the Service.

Definitions
Personal Data — any information that allows a person to be directly or indirectly identified, including but not limited to:
· name, address, age;
· location;
· IP address;
· phone number;
· subscription details;
· traffic data (technical data generated when a person uses telecommunication services).
Subject of Personal Data (hereinafter – the User) — an identified or identifiable natural person whose personal data are collected, processed, and protected.
Personal Data Information System — an information system that ensures the collection, processing, and protection of personal data in accordance with the procedure established by law.
Collection of Personal Data — the lawful acquisition of documented personal data about the User.
Processing of Personal Data — operations performed on personal data, including recording, systematization, updating, modification, extraction, anonymization, storage, transfer, and destruction.

Collection and Processing of Information
To provide a better experience while using our Service, you may be asked to provide certain personally identifiable information. The information collected from you is processed and protected in accordance with this Privacy Policy.
Collected personal data may be processed: 
· for the performance of contractual obligations;
· to protect the legitimate interests of Azercell (provided that such interests do not infringe upon the User’s privacy rights);
· to fulfill obligations arising from legislation;
· based on the User’s specific and informed consent, for certain processing operations.

The “Online Chat” service uses third-party services that may collect information related to your identification. The privacy policy of the third-party service provider used by the application is available at the link below:

1) Genesys Cloud

We engage third-party services for the following reasons:
· to facilitate the Service;
· to provide the Service on our behalf;
· to perform service-related operations;
· to analyze how the Service is used.
We would like to inform users of this Service that third parties may have access to your Personal Data for the purpose of performing tasks assigned to them on our behalf. However, they are not permitted to disclose or use this information for any other purpose.
Except for cases of mandatory data collection and processing established by law—including data required to be included in subscriber agreements and databases, data processed due to service usage or network connection, and processing of publicly available information—the subscriber may withdraw their consent by any written method that allows accurate verification that the withdrawal request originates from the subscriber.

Usage Restrictions
If unethical language is detected in a User’s request, “AZERCELL” has the right to unilaterally terminate the conversation and restrict future requests from a User with the same identification.
The User may submit files (photos, PDF documents, etc.) related to the subject of their request.
By submitting files, the User confirms and guarantees that:
· the submitted files do not violate the legislation of the Republic of Azerbaijan;
· the files do not infringe upon the rights and legitimate interests of third parties, including personal data protection, copyright, and other intellectual property rights;
· the files do not contain malware, viruses, or other technical elements that may pose a risk to information security;
· full responsibility for the submitted information and materials lies with the User.
“AZERCELL” does not bear responsibility for the content of the submitted files and reserves the right to refuse acceptance, delete files, or unilaterally terminate the conversation in cases of security risks, legal violations, or breaches of service rules.
If misuse is observed during a User’s request (such as frivolous communication style or questions unrelated to the services provided by “AZERCELL”), the User may be warned by a representative of the Online Customer Support unit, and the conversation may be unilaterally terminated.

Log Data
We inform you that in case of an error on the page, while using the Service, we collect data and information from your device through a service called “Log Data” (via third-party products). This Log Data may include information such as your device’s Internet Protocol (IP) address, device name, operating system version, application configuration when using the Service, time and date of Service usage, and other statistical data.

Cookies
Cookies are small data files that usually contain a unique anonymous identifier. They are sent to your browser from websites you visit and are stored on your device’s internal memory.
The information we collect depends on which of our services you use and whether you are acting as an individual consumer or representing a company.

Security
We value the trust you place in us by providing your Personal Data and therefore strive to protect it using commercially acceptable means. However, please remember that no method of transmission over the Internet or electronic storage is 100% secure and reliable, and absolute security cannot be guaranteed.

Links to Other Sites
This Service may contain links to other websites. If you click on a third-party link, you will be redirected to that site. Please note that external sites are not operated by us. Therefore, we strongly advise you to review the Privacy Policy of such websites. We have no control over and assume no responsibility for the content, privacy policies, or practices of any third-party sites or services.

Changes to This Privacy Policy
The Company may periodically make additions or changes to this Privacy Policy to reflect changes in business activities, services, or applicable legislation. In case of material changes, the updated Privacy Policy shall be deemed effective as of the date of its last update.
If you have any questions or suggestions regarding this Privacy Policy, please feel free to contact us at: customercare@azercell.com
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